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This document outlines the process of logging into the Extended Office remote access
service.

The Extended Office service connects to the Manitoba eHealth corporate network.
Users have access to the same applications and services they do at the office. These
include clinical applications (accessed through Citrix and through a web browser),
shared drives, and other applications such as Outlook and SharePoint, etc.

To access this service, you must use a laptop purchased and managed through
Manitoba eHealth. The laptop will be verified that it meets the minimum security
requirements:

¢ NTDWRHA domain member
e Checkpoint Pointsec disk encryption
e Trend Micro OfficeScan antivirus

The laptop must also have a user-based digital certificate to authenticate to this service.
This certificate will automatically be loaded onto the laptop when you log into the
Manitoba eHealth internal network, after you've been approved and configured to use
this service. You must log onto the internal network with your Manitoba
eHealth laptop to get the digital certificate in order to access this service.

NB — The performance you experience when using Extended Office remote
access can depend on the type of high speed internet service you are using
and the makeup of the home or business network the laptop is connected

to. Both of these items are the responsibility of the user. The Service Desk
can provide assistance identifying these items as potential trouble spots, but
they cannot take corrective action on them. You will need to contact your
internet service provider to resolve such issues.
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1. Open a web browser and go to the Manitoba eHealth Remote Access webpage to
select the Extended Office icon: http://www.manitoba-ehealth.ca/remoteaccess

@ REMOTE AcCESS

TUESDAY, NOVEMBER 15, 2016

use.

All access and activities on systams and applications arz moi are subject to audit, By accessing these

eHealth application or system, please close your browser or navigate away from this site.
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Attention: Use of applications and systems through this site is limited to users wha have been authorized by Manitoba eHeslth. By accessing the applications and systems through Ehis site you
acknowledge and agree to comply with all applicable WRHA and Manitoba eHealth policies, practices and procedures regarding confidentiality, information privacy, remate acress and acceptable

The systems and applications accessed through this site contain confidential and proprietary information. Any unautharized trapass into or use of these systems and applications is prohibited.
thesa and recarded, and and applications, you represent that you are an
authorized user of the Manitoba eHealth systems and applications you access and that you consent to applicable monitoring and recording. If you are not authorized to access a Manitoba

B

Application Viewer Web Mail

Extended Office

is service provides access to Citrix and
eb-basad systems to authorized users.

‘ This service is only available to WRHA Qutlook Web Access.

employees with a Manitoba eHealth

managed laptop.
The laptop may need to be configured by
Manitoba eHealth Desktop staff prior

to using the service.

f\ Citrix Receiver is required to be installed on
the workstation to use this service.

Please go to
hittps:/fwww.dtrix.com/go/receiver. htm
Access to this service requires approval and and install the client for your workstation 0S.

activation through the submission of a
Remote Access Service Account form. Application Viewer User Guide
Note: Previous users of Extended Office
must have the newest Citrix Access Gateway
software installed to use the new service.
For instructions dlick here.

Extended Office User Guide

This service provides access to

& 2006 -2016 Manitoba eHealth | Al rights reserved | Conditions of use

The spaed of your internet connection will affect how well these resources work for you. Dial up service is not supported.
If you encounter any problems with this site, please contact the Manitoba eHealth Service Desk (204-940-8500 or 1-866-999-9698).

2. Click the Extended Office button on the Manitoba eHealth Remote Access

webpage to get directed to the Extended Office URL
https://extendedoffice.manitoba-ehealth.ca.

3. You may be prompted to choose which user certificate you wish to use to connect to
this service. Please note that you will be prompted multiple times if you have
multiple certificates on your managed machine, such as the example screenshot

below.

Please ensure that you select the certificate with your name that has been issued by
the “"Manitoba eHealth WRHA Issuing CA1”. Other certificates will not work.


http://www.manitoba-ehealth.ca/remoteaccess
https://extendedoffice.manitoba-ehealth.ca/
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Windows Security %

Select a Certificate
John Fanai

| 3 Iszuer Manitoba eHealth WRHA Iss...
Valid From: 3/15/2016 to 3/15/2018
1

_— Click here to view certificate prope...
4| John Fanai
| Issuen SecureWorks M55 CA
| Valid From: 4/1/2016 to 4,/1/2018

[ QK ][ Cancel l

4. If you are asked to run the Endpoint Analysis scan, click A/lways.

°
CITR!X Access Gateway™

Endpoint Analysis

' ‘: Citrix Endpoint Analysis is scanning your system.
L3

] In order to access spedfic corporate resources, an endpoint analysis [
5Can is required.

Information about your system is sent to your corporate network for
further evaluation.

Do you wish to run the scan?

Yes Mo Always

If the scan fails, you will see the error message shown below. If you see this
message, contact the Manitoba eHealth Service Desk (940-8500) to bring the
managed laptop up—-to-date with the latest security software.
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€ Access Denied
t “our device does not meet the requirements for logging on to the secure netwoark.

For more information, contact your help desk or system administrator.
Date: 11M8/2016
Time: 8:45

Errar: Internal Error

To check your device again, click Back.
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5. Once it is confirmed that the laptop meets security requirements, you will be sent to
the Extended Office login screen. Your userID will be extracted from the certificate

and will automatically populate the user name field.

a. Enter your WRHA domain Password and click Log On.

Please log on to continue.

S

L User name l;fanai@ad.‘.wha.mb.ca I
Password | '
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b. Please wait for the VPN connection to be established, provided that you

entered valid credentials.

c. Once the VPN connection is established you should have access to WRHA
network resources such as the WRHA home page. http://home.wrha.mb.ca

You can now access applications as you would in the office.

@ WRHA nsite - Windows Internet Explorer

@Uv [&) http:

¢ Favorites | i @] Web

& WRHA Insite

Tuesdsy May 21, 2013

aaaaaaaa

ARCH
m’bl W§HI»:II-NERANH —

» Regional Health Plan

Mznagement eEarvation 2011/2012

A

h care

connection

€ Local intranet | Protected Mode: Off fa v ®100% v

Please note that an inactivity timeout will occur when the application is left
idle for 30 minutes. If this occurs you will need to log into the service again.

Please note this is a remote access service only. It is inaccessible if you are
connected to the network (Manitoba Network) in the office and it will trigger
an “Internet Explorer cannot display the webpage” error if you try to access

the Extended Office 2014 site.

Verifying your Connection to Extended Office

You can verify that you are connected by right clicking the Citrix Receiver icon in your

system tray beside the clock.

Depending on which version of the receiver you have, what you will see is slightly
different. Receiver v3.4 icon looks like , and Receiver 4.5 icon looks like @.

If you have Receiver v3.4, after right-clicking on the icon, please select About, and
expand Advanced (if not expanded already), and click the Access Gateway Settings

which will reveal several settings.


http://home.wrha.mb.ca/
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About Citrix Receiver = @3

Version 3.4.0.29577
© 2012 Citrix Systems, Inc. All Rights Reserved.
Additional Copyright Information

¥ Advanced Support Info 1

Connection Center

Online Plug-in Settings

Access Gateway Sgttinas

Delete Passwords Home

Transfer Files...

Configure NetScaler Gateway [O_—KJ

Show Connection Log

Display Current Message

About...
Logon
Exit

If you have Receiver 4.5, after right-clicking the icon, please click Advanced
Preferences, and the the Netscaler Gateway Settings.

@ Citrix Receiver l = ot 5

Advanced Preferences

Connecticn Center MetScaler Gateway Settings
Delete Saved Passwords Home

Data Collection
Cenfiguration Checker

Transfer Files...
Configure MetScaler Gateway
Show Connection Log

Display Current Message

L About...
About Logon
Version 4.50.10018 Exit

© 2016 Citrix Systems, Inc. All Rights Reserved.
Additional Copyright Information

Manually Disconnecting from Extended Office

You can log out by right-clicking the icon in the system tray. Please see the screenshots
in the section above regarding “Verifying your connection to Extended Office”, where
you can use the Log Off (and also the Logon) options.



